


 3 2

4 	 What is a Privacy Policy   . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  

5 	 How to Read a Privacy Policy  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  

6 		  Understanding Commonly Used Phrases and Terms . . . .  

9 		  Red Flags  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  

14	 How to Write a Privacy Policy  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  

		  Writing in Plain Language   .. . . . . . . . . . . . . . . . . . . . . . . . . . . .  

18		  Writing Your Privacy Policy  . . . . . . . . . . . . . . . . . . . . . . . . . . . .  

 2



 5 4

What is a Privacy Policy?

Privacy policies tell library users what data is collected about them, their data 
rights, and how that data is used, shared, stored, and deleted. These policies also 
give users information about third parties that have access to their personal 
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how to read a privacy policy
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ownership of data
	� The details around ownership 

of data can usually be found in 
the vendor contract. What you’re 
looking for in a privacy policy is 
language that describes what 
happens to that data if a company 
is bought, sold, or transferred. A 
library should not be forced to 
share its user data with a new 
company until they have had the 
opportunity to enter into a new 
contract. Keep an eye out to see 
if the privacy policy clearly states 
if the library or its users have 
ownership over the data they 
provide directly to the vendor. 
Library user data should never 
be allowed to become a business 
asset of the vendor.

	� Example: “In the event that 
a division, a product or all of 
Company is bought, sold or 
otherwise transferred, or is in the 
process of a potential transaction, 
personal information will 
likely be shared for evaluation 
purposes and included among 
the transferred business assets, 
subject to client contractual 
requirements and applicable law.” 

security
	� While there are no 100% 

guarantees that user data can be 
secured, when a privacy policy 
uses soft language (e.g., may, 
try, might, etc.) or calls out their 
inability to secure user data, it is 
a red �ag. This language is used 
to absolve the company of legal 
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exercise
Understanding your audience is the �rst step in writing your policy. You need 
to understand who will be reading so that you can write for them. A privacy 
policy written for third-grade students at an elementary school library will look 
di�erent from the one written for college students at a university. However, any 
policy should be written in plain language that delivers your message clearly.

Consider your privacy policy and answer the following questions: 
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exercise

third-party vendors

Most library users think anything they access from the library’s website is part 
of the library. They don’t have knowledge of the vast third-party vendor network. 
In this section give a summary of the types of information that may be collected, 
used, and shared by these vendors. Provide a link to an easy-to-read and regularly 
updated page that has links to all of the third-party vendor privacy policies. Also, 
include what the library’s expectations are for vendors. This information may be 
included in the contracts or requests for purchase. 

�  

�  

�  

�  

�  

what surveillance is used in the library?

Many libraries employ some form of surveillance. Be upfront and honest with 
your users. Include details on security cameras and any body-worn cameras 
(including retention policies and who has access to the footage), facial 
recognition software, and smart speakers. 

�  

�  

�  

�  

�

exercise

how do we handle requests from law enforcement?

Detail the procedures in place when a request from law enforcement comes 
in to access a user’s records. Include information about any training sta� has 
undergone.  

�  

�  

�  

�  

�

Congratulations! You’ve just completed the first 
draft of your library privacy policy.
Put your answers to these questions into one document and include the section 
headings. 

Your library may also want to include a transparency report as part of its 
privacy policy. A report would provide the number of requests made, what 
agencies requested information, and how many requests were ful�lled. 
Check out Google’s Transparency Report for an example:  
http://bit.ly/GooTransparency 






