April 7, 2016

Hon. James R. Clapper
Director, Office of the Director of National Intelligence
Washington, DC 20511

Admiral Michael S. Rogers
Director, National Security Agency
Fort Meade, MD 20755

Re: Changes to Executive Order 12333 Minimization Procedures
Dear Director Clapper and Admiral Rogers:

The undersigned organizations write to request that you halt the proposed changes to Executive Order
12333 policies that would share raw data collected by the National Security Agency with law
enforcement agencies. As you know, EO 12333 sets forth a framework for the collection of foreign
intelligence information overseas, but sweeps in massive amounts of Americans’ data as well, including
private messages, address books, and Internet metadata.' Considering the extent and scope of the
information collected under EO 12333, the policy changes under consideration could allow agencies like
the FBI to circumvent constitutional protections and will pose new threats to the privacy and civil
liberties of ordinary Americans. At a minimum, when the administration seeks to ratchet back privacy
protections for Americans, Congress and the American public should have the opportunity to weigh in.

The reported that the White House and the Director of National Intelligence are in the
process of establishing procedures to expand intra-governmental access to raw data gathered by the
NSA, including communications to, from, and about U.S. persons.2 As a threshold matter, we were
dismayed to learn about this development in the press instead of directly from your offices. News
reports indicate the NSA has been developing these new procedures “for years”—since at least the start
of the administration. The secrecy of this major undertaking undercuts Intelligence Community claims
of increased transparency and engagement with civil society and the public and is inconsistent with the
“Principles of Intelligence Transparency” adopted by ODNI in January of this year and reaffirmed
through an implementation plan issued by ODNI in February.®

N.Y. Times (Feb.

25, 2016), available at http://nyti.ms/21vgs0f ;see also Amos Toh, Faiza Patel, and Elizabeth Goitein, “Overseas
Surveillance in an Interconnected World,” Brennan Center report, Part IV.B, available at http://bit.ly/1UfSAMW.

® Principle 2 states the IC will “[b]e proactive and clear in making information publicly available through authorized
channels, including taking affirmative steps to...provide timely transparency on matters of public interest,” and
“engage with stakeholders to better explain information and to understand diverse perspectives...”



http://wapo.st/1SmuqEx
http://nyti.ms/21vgS0f
http://bit.ly/1UfSdMW



http://bit.ly/1UfSdMW
http://bit.ly/1ZKEddd

person who is located outside the United States.”® In addition, recognizing the implications of EO 12333
surveillance, the congressionally created Privacy and Civil Liberties Oversight Board is currently
examining several EO 12333 programs.

Congress has taken notice of the NSA’s planned changes. Members of the House Oversight and


http://bit.ly/25whJke

Advocacy for Principled Action in Government
American Civil Liberties Union

American-Arab Anti-Discrimination Committee
Arab American Institute

American Library Association

Bill of Rights Defense Committee

Brennan Center for Justice

Campaign for Liberty

Constitutional Alliance

Defending Dissent Foundation

Demand Progress

Electronic Privacy Information Center (EPIC)
Electronic Frontier Foundation

Media Freedom Foundation

National Security Counselors

National Association of Criminal Defense
Lawyers

Liberty Coalition

New America's Open Technology Institute
OpenTheGovernment.org

Project Censored

Project On Government Oversight

Public Citizen

Restore The Fourth

RootsAction.org

Free Speech Coalition g Stlr'ezi —
Fight for the Future Tunhlg doun ation
Government Accountability Project Xelf: i reedom

The Niskanen Center -La

cC: Members of the United States Senate Committee on the Judiciary
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